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Unit 1
Mathematics

Lead In

In this unit, the latest application of modern mathematics is introduced into 

-

-



2 Text A

Warm-up Questions:

1. What are the basic elements of games and what is the goal of the participants in the

game?

2. In order to win in a game, what kind of approach or strategy should be applied?

3. What do you know about the applications of Game Theory in economics and other

4. Have you ever watched the movie A Beautiful Mind or The Da Vinci Code? How

did you like them and why?

Game Theory

by Avinash Dixit and Barry Nalebuff 

1  Game theory is the science of strategy. It attempts to determine mathematically

and logically the actions that “players” should take to secure the best outcomes

for themselves in a wide array of “games”. The games it studies range from chess

to child rearing and from tennis to takeovers. But the games all share the common

feature of interdependence. That is, the outcome for each participant depends upon

the choices (strategies) of all. In so-called zero-sum games the interests of the players

games with the potential for either mutual gain (positive sum) or mutual harm (negative

2  Game theory was pioneered by Princeton mathematician John von Neumann. In

games were considered in a cooperative form. That is, the participants were supposed

to choose and implement their actions jointly. Recent research has focused on games

that are neither zero-sum nor purely cooperative. In these games the players choose

their actions separately, but their links to others involve elements of both competition

and cooperation.

3  Games are fundamentally different from decisions made in a neutral environment.
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To illustrate the point, think of the difference between the decisions of a lumberjack

and those of a general. When the lumberjack decides how to chop wood, he does

not expect the wood to ; his environment is neutral. But when the general

tries to cut down

his plans. Like the general, a game player must recognize his interaction with other

possibilities for cooperation.

4  The essence of a game is the interdependence of player strategies. There are

two distinct types of strategic interdependence: sequential and simultaneous. In the

5  A general principle for a player in a sequential-move game is to look ahead and

reason back. Each player should figure out how the other players will respond to his

current move, how he will respond in turn, and so on. The player anticipates where his

initial decisions will ultimately lead, and uses this information to calculate his current best

choice. When thinking about how others will respond, one must

6

ahead to every possible outcome. Simple games, such as tic-tac-toe, can be solved in

this way and are therefore not challenging. For many other games, such as chess, the

calculations are too complex to perform in practice even with computers. Therefore,

the players look a few moves ahead and try to evaluate the resulting positions on the

basis of experience.

7 In contrast to the linear chain of reasoning for sequential games, a game with

simultaneous moves involves a logical circle. Although the players act at the same

other players who, in turn, are similarly aware, and so on. The thinking goes: “I think

that he thinks that I think....” Therefore, each must put himself in the

shoes of all and try to calculate the outcome. His own best action is an part of

this overall calculation.

8  This logical circle is squared (the circular reasoning is brought to a conclusion)
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using a concept of equilibrium developed by the Princeton mathematician John Nash.

is best for him when all others are playing their stipulated best strategies. In other

words, each picks his best response to what the others do.

9

This is called a dominant strategy for that player. At other times, one player has a

uniformly bad choice a dominated strategy in the sense that some other choice

is better for him no matter what the others do. The search for an equilibrium should

begin by looking for dominant strategies and eliminating dominated ones.

10  When we say that an outcome is an equilibrium, there is no presumption that

optimal result. Indeed,

there are notorious dilemma (see below), where the

players are drawn into a bad outcome by each following his best private interests.

11

of circular reasoning in simultaneous-move games. Some games have many such

equilibria while others have none. And the dynamic process that can lead to an

extremely useful in analyzing many strategic interactions.

12  The following examples of strategic interaction illustrate some of the

fundamentals of game theory:

13 The Prisoners’ Dilemma. Two suspects are questioned separately, and each

can confess or keep silent. If suspect A keeps silent, then suspect B can get a better

deal by confessing. If A confesses, B had better confess to avoid especially harsh

in equilibrium both confess. Both would fare better if they both stayed silent. Such

cooperative behavior can be achieved in repeated plays of the game because the

temporary gain from cheating (confession) can be outweighed by the long-run loss

due to the breakdown of cooperation. Strategies such as tit-for-tat are suggested in

this context.

14 Mixing Moves. In some situations of conflict, any systematic action will

be discovered and exploited by the rival. Therefore, it is important to keep the rival

whether to run or
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to pass in a particular situation in football, or whether to hit a passing shot cross-court

proportions of such mixtures.

15 Strategic Moves. 

expectations of his future actions, and thereby induce them to take actions favorable

to him or deter them from making moves that harm him. To succeed, the threats and

promises must be credible. This is problematic because when the time comes, it is

generally costly to carry out a threat or make good on a promise. Game theory studies

interest to reduce his own freedom of future action. By so doing, he removes his own

temptation to .

16

purposefully eliminated retreat as an option. Without ships to sail home, Cortés

would either succeed in his conquest or . Although his soldiers were vastly

outnumbered, this threat to fight to the death demoralized the opposition; it chose

to retreat rather than fight such a determined opponent. Polaroid Corporation

used a similar strategy when it purposefully refused to diversify out of the instant

photography market. It was committed to a battle against any intruder

in the market. When Kodak entered the instant photography market, Polaroid put all

lawsuit against Kodak and regained its monopoly market.

17  Another way to make threats credible is to employ the adventuresome strategy

of deliberately creating a risk that if other players fail to act as one

would like them to, the outcome will be bad for everyone. Introduced by Thomas

Schelling in The Strategy of Conflict, brinkmanship “is the tactic of deliberately

letting the situation get somewhat , just because its being out of hand may

be intolerable to the other party and force his accommodation.”

18 Bargaining. Two players decide how to split a pie. Each wants a larger share,

and both prefer to achieve agreement sooner rather than later. When the two take

turns making offers, the principle of looking ahead and reasoning back determines the

equilibrium shares. Agreement is reached at once, but the cost of delay governs the

shares. The player more impatient to reach agreement gets a smaller share.
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19 Concealing and Revealing Information. When one player knows something

quality). In both cases the general principle is that .

To conceal information, mix your moves. in poker, for example, must not be

dictum of hiding the truth in a “bodyguard of

lies”. To convey information, use an action that is a credible “signal”, something that

would not be desirable if the circumstances were otherwise. For example, an extended

warranty

high-quality product.

20  Recent advances in game theory have succeeded in describing and prescribing

from complete, and in many ways the design of successful strategy remains an art.

(1, 654 words)

New Words

 1. outcome /'aGtkVm/ n.

 2. array /R'reH/ n.

  v.

 3. interdependence /"HntRdH'pendRns/

   n.

 4. implement /'HmplHmRnt/ v.

 5. jointly /'dJCHntlH/ adv. 

 6. neutral /XnjUtrRl/ adj.

7. lumberjack /'lVmbRdJBk/ n.

8. sequential /sH'kwenSRl/ adj.

9. simultaneous /"sHmRl'teHnHRs/

   adj.

 10. linear /XlHnHR(r)/ adj.

/'fHgjGrRtHvlH/ adv. 

/'HntHgrRl/ adj.
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 13. square /skweR(r)/ v.

 14. equilibrium /ZIkwHXlHbrHRm/ n.  (pl. equilibria)

15. stipulate /'stHpjGleHt/ v.

/kRXlektHvlH/ adv. 

 17. optimal Rl/ adj.

 18. notorious adj.

 19. dilemma /dH'lemR/ n.

 20. confess /kRn'fes/ v.

 21. tit-for-tat /"tHt XtBt/ n.

 22. deter /dH't!#(r)/ v.

/rHXnIg/ v.

/trBnsXgreSRn/

   n.

 25. perish /'perHS/ v.

 26. monopoly n.

 27. brinkmanship /XbrHNkmRn"SHp/

   n.

 28. bluff /blVf/ v.

 29. dictum /'dHktRm/ n.

 30. warranty RntH/ n.

Phrases and Expressions

 2. cut down

 3. put sb. in one’s shoes

 4. in contrast to

 5. life-or-death

 6. out of hand

7. actions speak louder than words
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Notes

1. Game Theory:

2. zero-sum game (Para. 1):

3. Princeton (Para. 2):

4. John von Neumann (Para. 2): 1903 1957

5. John Nash (Para. 8):

1994

Nash equilibrium

7. Cortés (Para. 16): 16

Aztec

8. Polaroid Corporation (Para. 16):

9. Kodak (Para. 16):

Language Points

 1. The games it studies range from chess to child rearing and from tennis to

takeovers. (Para. 1)

 2. The essence of a game is the interdependence of player strategies. (Para. 4)

on each other.  

3.  A general principle for a player in a sequential-move game is to look ahead and

reason back. (Para. 5)
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 4.  The logical circle is squared ... (Para. 8)

  square the circle: to attempt sth. impossible

5.  When we say that an outcome is an equilibrium, there is no presumption that

(Para. 10)

assurance that each player’s best choice will lead to the best effect 

for all the players.

when there is no presumption

presumption

6. Such cooperative behavior can be achieved in repeated plays of the game because

the temporary gain from cheating (confession) can be outweighed by the long-

run loss due to the breakdown of cooperation. (Para. 13)

Exercises

I. Content Questions
Directions: Work in pairs and answer the following questions according to Text A.

 1. What kind of games did early game theory mathematicians emphasize? What is

the current research focus?

 2.  Are game strategies different from decisions made in a neutral environment?

Why or why not?

 3.  How many types of strategic interdependence are there in games? What are they?

 4.  What are the general principles for players in each game?

 5.  Describe the concept of Nash equilibrium. How is it used in circular reasoning of

games?

 6.  In tennis why is it crucial for players to mix their moves?
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 8.  What is the process of bargaining for players? What agreement can be reached?

II. Questions for Discussion

Directions: Work in groups and discuss the following questions.

 1.  In your opinion, what is the interdependence between competition and

cooperation?

strategic interactions? Why or why not?

 3.  Can you predict the future of game theory studies? What will be the new

applications of it?

III. Text Organization
Directions:

Parts Paragraphs Main Ideas

Part One Paras. 1-3

which studies both  and .

Part Two Paras. 4-11 There are  distinct types of strategic 

interdependence:  and 

.

Part Three Paras. 12-19 The typical examples of game theory are given as 

the basic principles such as .

Part Four Para. 20 The research of game theory has succeeded in 

illustrating strategies in  and 

it will focus on  in future.

IV. Multiple Choice

Directions: Choose the best answer for each item.

1.  The term “games” in game theory all shares the characteristic of .

  A. integrity  B. interference

  C. interaction  D. interdependence
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 2. According to the passage, recent research of game theory lays its emphasis on

.

  C. pure cooperation D. competition and cooperation

 3. In simultaneous-move games, the player should .

  A. watch how the other players respond and then respond in turn

  C. be thinking in a linear chain of reasoning and calculate the possible outcome

  D. try to select his best response to what the others do

participants were supposed to choose and implement their actions jointly”, the

underlined word “implement” means .

.

  A. it belongs to the so-called zero-sum games because the interests of the

  B. an equilibrium can be reached in repeated plays of the game in order to avoid

mutual loss

  C. the prisoners are ignorant about whether their partner cooperates with them or

confesses to the authorities

to a jointly optimal outcome

 6.  According to the authors, which of the following statements is true?

and simultaneous-move games.

  B.  The pursuit of an equilibrium should end up looking for dominant strategies or

eliminating dominated players.

result in an equilibrium.

  D. An equilibrium will ultimately be arrived at in simultaneous-move games.
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 7.  To keep the rival guessing or losing, the use of mixing moves can be found in

.

  A. lumberjack chopping wood

  C. Polaroid securing a monopoly market

  D. a tennis player hitting a passing shot

 8.  In the sentence “When we say that an outcome is an equilibrium, there is no

presumption

optimal result”, the underlined word “presumption” means .

  A. hypothesis B. conclusion C. meditation D. anticipation

 9.  Which of the following ways can enhance the credibility of threats and promise

to affect the opponent in a strategic interaction?

  A. Keeping the rival guessing.  

  B. Using the strategy of brinkmanship.

  C. Bargaining to have a better outcome.

  D. Concealing and revealing information.

expectations of his future actions, and thereby induce them to take actions

favorable to him or deter them from making moves that harm him”, the

underlined word “deter” means .

  A. alter B. remind C. stimulate D. prevent

V. Blank Filling
Directions: Fill in the blanks with words given below.

The internal consistency and mathematical foundations of game theory make it

a(n) 1 tool for modeling and designing automated decision-making processes

in 2 environments. For example, one might like to have efficient bidding

rules for an auction website, or tamper-proof automated negotiations for 3

communication bandwidth. Research in these applications of game theory is the topic
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of recent conference and 4 papers, but is still in a nascent stage. The automation

of strategic choices 5

to be robust against 6 . Game theory addresses these requirements. As a

mathematical tool for the decision-maker the strength of game theory is the 7

it provides for structuring and analyzing problems of strategic choice. The process

of formally 8 a situation as a game requires the decision-maker to enumerate

explicitly the players and their strategic options, and to consider their 9 and

reactions. The discipline involved in 10 such a model already has the potential

of providing the decision-maker with a clearer and broader view of the situation. This

is a “prescriptive” application of game theory, with the goal of improved strategic

decision-making.

VI. Cloze
Directions: Choose the best answer for each blank of the following passage.

Few social situations can be modeled accurately by a single interaction.  

1 , most situations result from a series of interactions over a long period

of time. An 2

repeated interaction, which 3 the probability of cooperative behavior.

The 4

strategy ( 5 or cooperate) depends on his or her experience in 6

7 . The result is a relationship of mutual reciprocity ( ); a player is likely to

cooperate 8 his or her opponent previously 9 willingness to cooperate,

and is unlikely to cooperate if the opponent previously did not. The  10 that the

game will be played again leads players to 11 the consequences of their actions;

12

strategy always seeks 13 payoffs at the expense of 14 player.

In a 15 experiment, Robert Axelrod demonstrated that the “winning” strategy in

16 “tit-for-tat”. This strategy 17

18 , there is no “right” or

best solution to the 19

player game can be devastating for a player, and the 20 to defect always exists.
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 1. A. Even B. Rather C. Though D. Thus

 2.  A. extended B. expanded C. excluded D. expected

 3.  A. broadens B. narrows C. increases D. decreases

 4.  A. truth B. regulation C. reasoning D. logic

 5.  A. defect B. compete C. violate D. assist

 6.  A. potential B. subsequent C. previous D. sequential

 7. A. partner B. colleague C. enemy D. opponent

 8.  A. once B. if C. unless D. whether

 9.  A. demonstrated B. eliminated C. illustrated D. anticipated

 10.  A. principle B. presumption C. knowledge D. calculation

 11.  A. ignore B. stipulate C. discover D. consider

 12.  A. regret B. retaliate C. retreat D. renege

 13.  A. maximum B. majority C. minimum D. minority

 14.  A. another B. other C the other D. one another

 15.  A. computer-analyzed  B. computer-assisted 

 C. computer-instructed D. computer-simulated

 17.  A. calls off B. calls up C. calls out D. calls for

 18.  A. Still B. Yet C. Instead D. However

 20.  A. interaction B. competition C. willingness D. temptation

VII. Writing
Directions: Game theory is widely applied in the fields of politics, economics, 

sociology, biology, law and sports. Please write a brief report about the 

(within 600 words). Use the resources available, library or Internet etc. 

for your references. Make an outline of your report in Powerpoint format 

and give a presentation in class.
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1.

system water

laser noise amplitude modulation

modulation laser noise amplitude

modulation of noise amplitude by means of a laser

2.

acute bacterial peritonitis

3.

Archimeds first discovered the principle of displacement of water by solid 

bodies.
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displacement of water by solid bodies displace

the principle

displacement

The building of these giant iron and steel works will greatly accelerate the

development of the iron and steel industry of our country.

the building of these giant iron and steel works build

Dr. Almaraz had assisted in the removal of a lymph node from a patient infected

with AIDS.

removal remove

1.

All substances will permit the passage of some electric current, provided the

potential difference is high enough.

passage

Television is the transmission and reception of images of moving objects by

radio waves.

the transmission and reception
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2.

As a small-scale illustration of the artificial modification of physical weather 

processes, take the frost prevention in an orchard.

physical weather processes

3.

allows it to be colored

with either organic or inorganic dyes.

This position was completely reversed by Haber’s development of the utilization 

of nitrogen from the air.

air

Translation Practice

 1. The first application is in community access networks, such as the Cerritos,

Calif., rollout with equipment from Tropos Networks or the Garland, Texas,

deployment by NexGen City

 2. The transformer is a device of very great practical importance which makes use

of the principle of mutual induction.
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 3.  During the 19th century, the theories of tidal and acoustic gravity oscillations

were subjects of great interest.

 4. Incentives for cost minimization are increased, and costs become more

transparent.

 5. The deployment of 911 across cellular networks is being addressed in three steps.

 6. Because of the wide range of nanoproducts in use or under development, it is

this testing.

 7. But all the games share the common feature of interdependence.

 8.  Technology for development will allow construction of larger projects

intelligence (intelligent agents, knowledge based systems, data mining and

intelligent filtering, and so on) will be increasingly feasible as costs decrease,

performance improves and widespread networking are available.

A. Directions: Translate the following expressions into Chinese.

 1. mutual gain game and mutual harm game

 2. sequential-move game

 3. simultaneous-move game

 4. linear reasoning

 5. circular reasoning

 6.  Nash equilibrium

 7.  dominant strategy

 8.  optimal result

 9.  breakdown of cooperation

 10.  strategy of brinkmanship

B. Directions: Translate the following expressions into English.

 1. 6.

 2. 7.

 3. 8.

 4. 9.

 5. 10.
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Directions:   Translate the following English sentences into Chinese. (Pay attention to 

the underlined part)

 1.  The essence of a game is the interdependence of player strategies. There are two

distinct types of strategic interdependence: sequential and simultaneous.

 2.  When we say that an outcome is an equilibrium, there is no presumption that

a collectively optimal result.

 3.  In some situations of conflict, any systematic action will be discovered and

exploited by the rival. Therefore, it is important to keep the rival guessing by

. Typical examples arise in sports whether to run or to pass

in a particular situation in football, or whether to hit a passing shot cross-court or

down the line in tennis.

 4.  Brinkmanship “is the tactic of deliberately letting the situation get somewhat out

of hand, just because its being out of hand may be intolerable to the other party

and force his accommodation.”

 5.  When one player knows something that others do not, sometimes he is anxious

to , and at other times he wants to

. In both cases the general

principle is that actions speak louder than words.

Text B

Digital Signature in Applied 
Cryptography

1 literally means “the art of secret writing”. It allows two people,

commonly known as Alice and Bob, to communicate with each other securely. This

means that an , referred to as Eve, will not be able to listen in on their

communication. Cryptography also enables Bob to check that the message sent by

Alice.
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2 Public key cryptography is not only used to protect messages. An important

application is the creation and checking of so-called digital signatures. Digital

signatures are coupled to the electronic document to which they apply. This coupling

is established using public-key cryptography and so-called cryptographic

functions.

The basic principle of digital signature

3  In public key cryptography, anything Alice encrypts

be decrypted by Bob with the corresponding private key. Alice can also encrypt a

key. Since the public key is, as the name suggests, publicly available, this is not a very

good idea if Alice wants to keep that message a secret. Eve can also simply obtain a

4  But because Alice keeps her private key to herself, Bob knows that only Alice

could have encrypted this message. Bob can now be sure that this message was

written by Alice. A signature on a paper message serves as proof that this message

was written by the person who signed it. Encrypting with a private key thus can be

regarded as an

is called creating a digital signature for the message.

5  If Alice wants to keep the message a secret that only Bob is allowed to learn,

(because it was encrypted using his public key) and that no one but Alice could have

written this message (because it was encrypted using her private key).

How digital signatures work

6  Digitally signing large messages takes a long time, just like encrypting large

digital signature therefore involves an extra step. First a summary of the message is

computed, and then this summary is signed.

Cryptographic hash functions

7  The summary is generated using so-called cryptographic hash functions. A
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cryptographic hash function can transform input of an arbitrary length to an output of

a certain number of bits, typically 128 or 160 bits. The output is called the hash value.

8  A very simple example of a hash function is to simply add up the position in

the alphabet of all the characters in the message. For example, the message “ape”

would give as output 22 (1 plus 16 plus 5). Since the hash value is usually shorter than

a particular message in a table. For example, it is common in database management

systems to compute the hash value of all the names in a database with information

on people. To determine whether a particular person occurs in the database, the hash

value of his name is computed against the hash values of all the names. This is much

faster than comparing the name itself against all the names in the database, because

each character has many more possibilities than just 0-9. Hash functions should have

two properties:

a. Given a particular output, it should be difficult to find a message that has that

particular output (for cryptographers this means the hash function is “one-way”).

b. Given two messages, the chance that they have the same hash value should be small

(cryptographers refer to this as “collision-free”).

9  If a particular hash function has these properties, it is called a cryptographic

hash function. It is now possible to use the hash value of a message instead of the

message itself.

10  The simple example given above does not have these properties. There are

another message that also has this hash value.

Cryptographic hash functions and digital signatures

11

Alice computes the hash value of the message she wants to send to Bob and sends the

hash value of the message together with the message to Bob. Bob computes the hash

value of the message he receives, and compares it against the hash value he received

from Alice. If these two hash values are the same, Bob knows that the message was
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After all, the second property of the hash function says that the chance

small.

12  Eve can now no longer just modify the message without Bob noticing this.

message. She can then replace the hash value that Alice sent with the hash value

message he received has the same hash value as the one he got from Alice. But Bob

has no way to know that he did not get that hash value from Alice.

13

value of the message she wants to send, Alice digitally signs this hash value and sends

the result (the digital signature of the message) to Bob. Bob then decrypts the digital

computed for the message he received and so determines whether the message was

, Bob knows that this message really came from

14

is next to impossible for Eve to modify the message in such a way that the hash value

message from Alice is extremely small.

15  An important reason for using a cryptographic hash function is that the message

remains in unencrypted form. Furthermore, the (digitally signed) hash value can now

be transmitted and stored to the user, for example as part of the headers

of an e-mail message or encapsulated

digital signature can also be transmitted over an entirely separate channel. Alice could

publish the digital signature of a message in a newspaper. This way, she could later

prove that she had a copy of this message on the date of publication of this newspaper

without having to reveal the message. This can be useful for example if Alice had to
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prove that she wrote a particular message and did not

copyright.

Applications of digital signatures

16  Digital signatures offer many applications other than signing messages such

a serial

Authenticating Web servers

17  Using public key cryptography a Web browser and server can communicate

with each other securely. The browser can encrypt a session key using the public key

of the server and send it to the server.

18  In this application the Web browser typically obtains a copy of the public key

trusted third party has been programmed into the Web browser beforehand. Using this

then knows it has the right public key.

Electronic money (digital cash)

19

money). Alice the banker creates electronic banknotes of various denominations and

puts a unique number on every banknote. She signs the result. Bob the client now

makes a withdrawal from his account with Alice and receives some of the signed

banknotes. The banknotes can be anonymous

so knows that they are not counterfeit.

20  Bob could of course make as many copies of the signed banknotes as he wants,

since the banknotes are in electronic form. Charlie therefore now has to go to Alice

and report to her the unique number on the banknote he received. Alice will then

record that number as “spent” and indicate to Charlie that the transaction is okay. If
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the number was already recorded as “spent”, Alice will reject the transaction. If the

transaction is okay, the amount indicated on the banknotes is credited to

account.

21  This system has many advantages over traditional payment techniques. Alice

can create banknotes of any denomination, including for example millicents (0.001

cents). This way for example an electronic could charge one millicent for

every document Bob requests, and Bob could pay that without having to take a

subscription or make a deposit in advance.

22

with Alice whether the banknote is still valid. If Charlie waits even a few minutes,

to get his money.

23  This principle is currently used for electronic coupons. As a coupon is

less valuable than a banknote, the risk of double spending a coupon appears to be

acceptable. Furthermore, coupons are usually only valid at one particular store.

Signed computer programs

24  Digital signatures can also be used to authenticate software applications.

The manufacturer of a computer program can generate a digital signature for the

executable. When a user downloads the program, he can verify that the digital

signature is correct. He then knows that this program was really made by that

particular manufacturer. If he trusts that manufacturer, he can safely install the

application. The manufacturer of course promises that the application will not do

anything malicious.

25  The source code of many open source software programs is distributed together

with the digital signature of the author(s). This way the recipients can check that

authenticity of the Linux kernel by checking whether it was properly signed by Linus

Torvalds.

26  ActiveX controls (more or less comparable to Java applets, but based on a
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only executed if the digital signature is authentic. If the signature does not check out,

27

all users can verify that the signature is authentic. This has led to the practice of telling

users in the installation manual or on the web page containing the control to simply

press “Yes” whenever Internet Explorer says anything about the digital signature. This

makes it of course very easy for a hacker to replace the ActiveX control with anything

he desires. Although the digital signature will not check out, the user will simply

follow the manual and click “Yes” anyway.

28

hardware as well. The CPU in a PC would check the digital signature on the operating

system or on applications to be executed. If the digital signature does not check out,

or it was not created by an authorized manufacturer, the CPU refuses to execute the

operating system or program. It is unclear at the time of writing whether the owner of

the PC in question will be able to indicate who are authorized manufacturers.

(2, 200 words)

New Words

n.

n.

 3. hash /hBS/ n.

 4. encrypt /HnXkrHpt/ v.

 5. decrypt /dIXkrHpt/ v.

/HXkwHvRlRnt/ n.

7. bit /bHt/ n.

8. property n.

9. transmit /trBnzXmHt/ v.

/Hn'vHzRbl/ adj.

 11. encapsulate /HnXkBpsRleHt/ v.

/Hn'frHndJ/ v.



26  13. append /R'pend/ v.

14. authenticate v.

 15. denomination Rn/

n.

 16. anonymous adj.

 17. counterfeit /'kaGntRfHt/ n.

adj.

v.

/'QkaHv/ v.

n.

 19. coupon n.

 20. executable /'eksHkjUtRbl/ adj.

 21. malicious /mR'lHSRs/ adj.

22. manual /'mBnjGRl/ n.

Phrases and Expressions

 1. transform to

 2. add up

 3. after all

 4. check out

 5. be credited to

Notes

 1. cryptographic hash function (Para. 2):

 2. hash value (Para. 7):

Algorithm 5 RSA Data

Security Inc 512

128

SHA-1 (Para. 7): SHA Secure Hash Algorithm NIST 1993

1995 SHA-1 SHA
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512

160

6. source code (Para. 25):

7. Linux (Para. 25): UNIX PC

8. Linus Torvalds (Para. 25): Linux Linux

1969 12 28

 9. ActiveX control (Para. 26): ActiveX

WEB

ActiveX Windows

Flash

CNNIC

 10.  Java (Para. 26): Java

Language Points

 1. Cryptography also enables Bob to check that the message sent by Alice was not

sent

2.  A signature on a paper message serves as proof that this message was written by

the person who signed it. (Para. 4)

 3. Encrypting with a private key thus can be regarded as an equivalent to placing
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 4.  Just like with public key encryption, placing digital signature therefore involves

an extra step. (Para. 6)

encryption.

 5. Furthermore, the (digitally signed) hash value can now be transmitted and stored

invisible to the user, for example as part of the headers of an e-mail message or

 6. The public key of this trusted third party has been programmed into the Web

browser beforehand. (Para.18)

money). (Para. 19)

 8. The source code of many open source software programs is distributed together

with the digital signature of the author(s). (Para. 25)

9. For instance everyone can verify the authenticity of the Linux kernel by checking

whether it was properly signed by Linus Torvalds. (Para. 25)

Paraphrase:
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Exercises

I. Content Questions
Directions: Work in pairs and answer the following questions according to Text B.

 1. In the communication of Alice and Bob, how can they avoid being overheard by

Eve?

 2. What is the basic principle of digital signature in public key cryptography?

 3. What is the extra step before placing digital signature on large messages?

 4. By using cryptographic hash functions, how can we transform input of an

arbitrary length to an output of a certain number of bits?

 5. What are the basic properties of hash functions?

 7. How can a Web browser determine that his/her Web server is authentic?

 8. What are the advantages of electronic money over traditional payment? What is

the possible defect?

 9. How can we use digital signature to authenticate software applications?

 10. What are the recent digital signature applications to hardware?

II. Questions for Discussion
Directions: Work in groups and discuss the following questions.

 1. Which is more appealing for you, traditional payment or electronic money?

Why?

 2. What do you feel will be the future development of the digital signature

technique?

III. Word Processing
Directions: Fill in the blanks with appropriate words or phrases, using the informa-

tion obtained from the text.

 1. Digital signatures are coupled to the document to which they apply.

This coupling is established using and so-called cryptographic hash

functions.

 2. A cryptographic hash function can transform input of a(n) length to an

output of a certain number of bits, typically 128 or 160 bits.
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 3. Hash functions should have two properties: the hash function is and

.

 4. An important reason for using a cryptographic hash function is that the message

remains in form. Furthermore, the (digitally signed) hash value can

now be transmitted and stored to the user.

 5. The digital signature then can be used as

for example by appending a(n)

 6. Using public key cryptography a Web and can communicate

with each other securely.

 7. As a coupon is less valuable than a banknote, the risk of spending

a coupon appears to be acceptable. Furthermore, coupons are usually only

at one particular store.

 8. The of many open source software programs is distributed together

with the digital signature of the author(s).

public key installed in the browser. The control is only executed if the digital

signature is .

 10. If the digital signature does not check out, or it was not created by a(n) ________

manufacturer, the CPU refuses to execute the system or program.

IV. True or False
Directions: Read each of the following statements carefully and decide whether it is 

true or false according to the text.

 1. The use of public key cryptography is only to protect messages.

 2. Encrypting electronic messages with private keys is just similar to a written

signature on paper.

 3. The extra step of placing a digital signature means to sign the summary of the

very likely to have identical hash values.
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equivalents.

transmitted and stored indiscernible to the user.

 8. The communications between a Web browser and server are less risky with a

 9. In the payment of digital cash, a client should always make sure that the

electronic banknotes are signed before withdrawing money from the account.

that the digital signature (signed in ActiveX control) is authentic.

V. Translating and Editing
Directions: Translate and edit Paras. 19-23 from Text B into Chinese with no more 

than 200 Chinese characters.


